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Credit Rating Analysis of Enterprise Risk Management
at Nonfinancial Companies: Are You Ready?

Note: This issue of The Bulletin has been updated in
response to Standard & Poor’s May 7, 2008, release that
articulates the agency’s plans to apply enterprise risk
analysis to its corporate ratings. This publication super-
sedes the original Issue 2.

Enterprise risk management (ERM) initiatives have gained
strong support from a new source: credit rating analysts.
In November 2007, Standard & Poor’s (S&P) issued its
Request for Comment: Enterprise Risk Management Analy-
sis for Credit Ratings of Nonfinancial Companies (RFC),
reflecting the rating service’s intention to assign scores of
ERM quality to all companies it reviews and incorporate an
ERM segment into its ratings reports. In May 2008, after
receiving comments from more than 60 respondents, S&P
released Enterprise Risk Management: Standard & Poor’s
to Apply Enterprise Risk Analysis to Corporate Ratings, in
which the original proposal was revised.

Considering ERM in the ratings process is not new. Like
Moody’s Investors Service, S&P always has probed the risk
management processes of financial institutions and insur-
ers. In recent years, both S&P and Moody’s have extended
their formal evaluation of these processes to entities using
an ERM-like framework. Moody’s reports that it integrates
risk management capabilities into all its credit ratings.
Meanwhile, S&P has begun extending the consideration
of ERM to power generation companies. Finally, other rat-
ing services disclose that they consider various aspects of
ERM in their ratings of insurers and financial institutions.

S&P’s decision to enhance its ratings process on a global
basis for nonfinancial companies could, over time, affect
thousands of public and private companies in dozens of
industries by expanding the evaluation of ERM capabilities
into nonfinancial sectors. The plan released in May 2008 dif-
fers from the November 2007 proposal in that it is a more
incremental approach to incorporating a comprehensive ERM
assessment into the ratings process. However, S&P’s over-
allintent does not appear to have changed substantially. The
change in timeline affords nonfinancial companies valuable
time to mature their ERM processes. This issue of The Bulletin

explores how consideration of ERM quality can impact the
ratings process and what nonfinancial companies can do to
prepare for this added dimension to the process.

S&P’s point of view

In the aftermath of Hurricane Katrina, the recent massive
product recalls by reputable companies, the discovery of
another record-setting loss from a rogue trader at a French
bank and, of course, the subprime mess, the ratings pro-
cess has never been under closer scrutiny. In its May 2008
release, S&P points out that changes in risk management
practices in the financial services sector made as a result
of the recent turmoil in the capital markets are expected to
provide further learnings the agency can incorporate into
its expectations of an effective ERM process in other sec-
tors. With that said, the agency expects the fundamental
structure of its ERM analytical framework to remain intact.
The principal objective in evaluating ERM is to drive com-
panies to implement practices that will limit the frequency
and severity of losses that could potentially affect the abil-
ity of a company to repay its debt obligations on time.

The S&P RFC proposed to introduce ERM analysis into the
corporate credit ratings for nonfinancial companies as a
forward-looking, structured framework to evaluate man-
agement’s overall capabilities, faithfulness in executing
a sound strategy, and adaptability to a changing oper-
ating environment. S&P points out that “the quality of
management judgment is not as easily benchmarked by
quantitative metrics in the way that ratios and models
of cash flow adequacy, liquidity, earnings capacity, and
leverage [can be].” S&P’s plan to benchmark companies
against each other and over time ultimately will result in
ERM analysis driving some rating and outlook changes.

S&P plans to eventually score companies to benchmark its
opinions on ERM quality as one proxy for its assessment of
management. The firm’s purpose is to use the deteriora-
tion or improvement over time in a company’s ERM quality
to gauge rating and outlook changes before the conse-
quences of extreme adverse events manifest in published
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financial reports. S&P expects the value of ERM analysis “will
be incremental in most cases, negligible in a few, and eye open-
ing in some others.” In essence, S&P brings a creditor’s bias to
evaluating a company’s ERM capabilities in a forward-looking
manner, as evidenced by its comment that “a firm’s future ability
to meet financial obligations in full and on time is more likely to be
enhanced by strong ERM or diminished by weak or non-existent
ERM.” The message is that rating agencies appear to be tying
their historical sensitivity to significant and volatile unexpected
losses to the rated entity’s ability to understand such volatility and
prudently manage these risks through the application of ERM.

Recognizing that ERM is not a one-size-fits-all cookbook for all
industries and that each company must tailor the ERM process to
its specific circumstances, S&P’s November 2007 RFC proposed
an evaluation framework based on the following analytic compo-
nents: risk management culture and governance, risk controls,
emerging risk preparation, and strategic risk management. The
May 2008 release indicated that the agency decided to empha-
size the two components most broadly comparable and critical
of the original four areas included in the 2007 proposal — risk
management culture and strategic risk management. The other
two components were discarded for the time being. Beginning in
the third quarter of 2008, S&P will incorporate the selected two
components into its discussions with companies. This review
process will entail information gathering, primarily, for the pur-
pose of developing benchmarks. Scoring these two areas is
unlikely to begin until sometime in 2009. Incorporation of the
risk controls and emerging risk preparation components also is
being deferred, with some specific exceptions.

Risk management culture

S&P seeks evidence that risk and risk management are
important factors in day-to-day decision-making. The analyst
will evaluate the organizational structure, as well as the
roles and responsibilities, competence and accountabilities
of the individuals who execute risk management. For exam-
ple, he or she might inquire as to whether management has
articulated the firm’s tolerance for risk, delineated the staff
responsible for risk management, defined their reporting
relationships, communicated the company’s measures of
success, integrated risk management into performance man-
agement and budgeting, and clarified how metrics around
risk management affect compensation.

Culture and governance are important because they are indi-
cators as to the extent of integration and influence of risk
management on corporate decision-making. A strong ERM pro-
cess is one that makes risk transparent in corporate dialogue
and communications up, down and across the organization by
establishing risk tolerances and making them explicit in the
execution of the business model. Compliance with regulatory
standards is not enough. In fact, S&P states:

An excessive compliance culture may belie a weak risk
management culture. This is because a compliance

approach to risk management usually means that the
firm has neglected self-assessment and prioritization of
risks and risk management activities, leaving those roles
to the regulator.

Strategic risk management

This component involves integration of risk, risk manage-
ment and return for risk into the strategy-setting process. The
analyst will focus on “understanding the firm’s risk profile,
and obtaining management’s explanation of recent changes
in the risk profile, as well as expected future modifications.”
S&P states that the risk profile can be expressed in terms of
earnings loss, impact on enterprise value, or through other
financial metrics for various risks or for each operating unit.
For example, the analyst might inquire as to whether the com-
pany uses risk/reward analysis when considering resource
allocation decisions in strategic planning, making pricing
decisions and measuring performance.

Strategic processes affected by risk and risk management
capabilities include capital budgeting, business planning, per-
formance measurement, product management, acquisitions and
divestitures, new venture risk/reward standards, and incentive
compensation, among others. S&P’s message is that the degree
to which risk is a vital factor in managing these and other pro-
cesses, and the degree to which the management of risk is a
priority within these processes, are prime indicators of the qual-
ity of strategic risk management. While control of historic risks
is important, the emphasis here is on a forward-looking analysis
of potentially significant risk events that have not yet occurred.

In the RFC, S&P discloses its initial point of view of the

key risks facing different sectors. For example, for oil and
gas, S&P states the key risks include commodity prices,
environmental concerns, natural disasters and weather, a
pandemic, expropriation, and regulatory and legislative
issues. For consumer products, the risks include failure to
innovate, mergers and acquisitions (M&A) and restructuring,
and reputation. For capital goods, engineering and con-
struction, the risks include commodity prices, labor skills
shortage, project management, strategic execution, liquid-
ity, M&A and restructuring, and supply chain. There also are
other nonfinancial industries for which S&P provides key
risks, including airlines, automotive, chemicals, electric util-
ities, integrated gas, health products, health services, hotel
and gaming, media and entertainment, natural resources,
retail, technology and telecommunications.

In offering its point of view around key risks, S&P is granting
insight as to the risks the rating service expects an organi-
zation within a given sector to be assessing, prioritizing and
managing. Therefore, a company’s existing risk model needs to
include these risks. For companies without a risk model, S&P’s
list of risks is a good starting point for customizing one. S&P
allows for management to consider other risks which, in effect,
leads to a customized risk model by company.
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Protiviti Risk Model*™

ENVIRONMENT INFORMATION FOR
RISK FROCESSRISK DECISION-MAKING RISK

FINANCIAL EMPOWERMENT GOVERNANCE STRATEGIC
Competitor ] Leadership O{:gatpizational Environmental Scan
Price Authority/Limit witure . Business Model
Customer Wants Interest Rate Outsourcing Ethical Behavior Business Portfolio
Technological Currency Performance Board Effectiveness Investment Valuation/
echnologica Equity Incentives Succession Planning Evaluation
Innovation Commodity Change Readiness Organization Structure
L Financial Communications Measurement (Strategy)
Sensitivity Instrument REPUTATION Resource Allocation
Image and Branding Plannin
Shareholder Lo g
Expectations Liquidity INFORMATION Stakeholder Life Cycle
Cash Flow TECHNOLOGY Relations
. - Opportunity Cost Integrity
Capital Availability Concentration A PUBLIC REPORTING
ccess INTEGRITY
Sovereign/Political - Availability Management Fraud Financial Reporting Evalu,j;mon
Credit Infrastructure Employee Fraud Internal Control Evaluation
Legal Default ) Third-Party Fraud Executive Certification
Concentration Taxation
Regulatory Settlement i Pension Fund
Collateral Unauthorized Use ° .
egulatory Reporting
Industry
) ) OPERATIONS
Financial Markets
) Customer Satisfaction Scalability Compliance OPERATION.AL
Catastrophic Loss Human Resources Performance Gap  Business Interruption FB)uddget a;d P.lanr;r.lg.
Knowledge Capital Cycle Time Product/Service Failure roduct/ erwcg rcing
. . Contract Commitment
Product Development Sourcing Environmental Measurement (Operations)
Efficiency Channel Health and Safety Alignment
Capacity Effectiveness Trademark/Brand Acfounting Information
Partnering Erosion

To illustrate the potential risks to consider, we provide an
example risk model above. This risk model depicts three
groupings of risk — environment, process and information
for decision-making. These risk groupings provide a broad
foundation on which more specific categories of risk can
be identified, and the risk categories within them can be
customized by industry. The point is that companies need
a common risk language with which to begin an enterprise
risk assessment. Therefore, they should start with the key
risks provided by S&P and add additional risks germane
to the successful execution of the organization’s business
strategy using examples in the above model.

For more information regarding the above risk model, we
have provided a supplement to this issue of The Bulletin (see
“The Protiviti Risk Model*™ — An Illustrative Risk Language”
at www.protiviti.com).

Risk controls and emerging risk preparation

As part of its May 7, 2008, announcement of its ERM inten-
tions for nonfinancial companies, S&P indicated that it is
generally deferring the other two components of the review pro-
cess — risk controls and emerging risk preparation. However,

where a single type of risk could result in a “material deterio-
ration in credit (e.g., commodity price risk for an agribusiness
company),” a more in-depth review of how that risk is man-
aged and controlled will be conducted. Industries where this
likely will be a focus include commodity-based sectors such
as energy, utilities and agribusiness. These commodity-based
risks can be measured, modeled and hedged, which enables
S&P to apply a consistent approach that is within the realm of
credit analysis tools it uses currently for financial institutions.

The RFC states that “firms achieve risk control through identify-
ing, measuring, and monitoring risks, setting and enforcing
risk limits, and managing risks to meet those limits through
risk avoidance, risk transfer, risk offset, or other risk manage-
ment processes.” If S&P drills down into risk controls in any
specific area, it expects to see programs in place that manage
exposures and losses within established limits, as well as drive
“consistent execution ... so that future implementation will be a
given.” S&P’s PIM approach will focus the analyst’s inquiry on:

e Policies, including business strategy, risk tolerances, risk
authorities and disclosure requirements to be addressed
through internal and external reporting.
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e Infrastructure, including personnel, back-office operations,
data and technology.

e Methodology, including risk metrics, stress testing, valida-
tion activities and performance measurement.

S&P points out that the relative importance of each of these
areas to the rating service’s overall conclusion regarding risk
control quality will depend on the complexity, size and risk
tolerance of each company.

Similar to risk controls, another component — emerging risk
preparation — is being deferred by S&P for now. However,
aspects of this component may be relevant to the forward-
looking perspective of strategic risk management. Risk
management is not static; risk profiles constantly change.
Recognizing this, S&P has defined emerging risks as “those
that are completely new or extremely rare adverse events, and
therefore cannot be managed via a control process.” Compa-
nies should deploy appropriate activities to anticipate adverse
events and plan responses to them. These activities include
“environmental scanning, trend analysis, stress testing, con-
tingency planning, problem post-mortem, and risk transfer.”
Depending on the nature of the business, the analyst may look
(a) for evidence that a company is planning for extreme adverse
events, as well as (b) for the results of such planning, both
during and after the occurrence of such events. The analyst
also might inquire about the company’s stress-testing practices
and its contingency plans for extreme disasters.

What to expect next

Nonfinancials can expect questions regarding ERM relative to
risk management culture and strategic risk management to be
incorporated in their next round of ratings discussions with
S&P analysts. These questions will be designed to allow S&P
to develop industry benchmarks.

In the risk management culture area, S&P stated its analysts
will focus on:

e Risk management frameworks or structures currently in use

e The roles of staff responsible for managing and reporting risk
e Internal and external risk management communications

¢ Broad policies and metrics for successful risk management

e The influence of risk management on budgeting and manage-
ment compensation

Sample questions for risk management culture (as provided
in a May 22, 2008, presentation by S&P executives):

¢ Do you have a risk management program?

¢ |s there a statement of risk appetite and/or tolerance?
e Which staff members are responsible?

e What are the reporting relationships?

e Which reports are seen by the CEO/audit committee/board?

e How do you measure success of the risk management program?

e How is risk management integrated into the performance
and budgeting process?

e How do risk-related metrics impact manager compensation?

In the strategic risk management area, S&P indicated analysts
would focus on:

e Management’s view of the most consequential risks the firm
faces, their likelihood, and their potential effect on credit

¢ The frequency and nature of updating the list of top risks

e The influence of risk sensitivity on liability management and
financing decisions

¢ The role of risk management in strategic decision-making

Sample questions for strategic risk management (as provided
in the aforementioned May 22, 2008, S&P presentation):

e What are the company’s top five risks? How much revenue
is tied to each?

e What is the likelihood and impact of their occurrence?
e What impact do these risks have on your cash management?
¢ How often are major risks reviewed to assess their importance?

e What strategic decisions have been affected by risk man-
agement and how?

e Tell us how a recent real risk was handled.

While S&P does not intend to perform an audit of manage-
ment’s assertions in responding to the analyst’s questions,

the agency has stated that it “will closely examine the consis-
tency between their statements and historical performance.”
The agency also notes that a discussion of ERM will become a
regular part of its follow-up after significant drops in earnings or
losses, significant restatements of prior financial statements, or
material impairment losses and write-downs. The objective is to
understand how managers have consciously taken and retained
risks and why they are comfortable with their net risk positions.
As noted earlier, nonfinancial companies operating in sectors
where a single risk type has significant credit implications
also can expect S&P to probe deeper into how that risk is
managed, measured and monitored.

Some companies are prepared, others are not

The 2007 Protiviti U.S. Risk Barometer study (available at
www.protiviti.com), which surveyed 150 senior-level execu-
tives from America’s largest companies, reports risk profiles are
changing as America’s largest companies take on more risks. It
also reports that risk levels, as well as appetites for risk, have
changed significantly over the past two years. This is important
from a rating service perspective, because increased vulnerabil-
ity is a key indicator of the importance of ERM quality.

The Risk Barometer reports that just over half (53 percent) of
organizations believe they are “very effective” at identifying
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and managing all potentially significant risks. Using the sur-
vey data, we found that “very effective” companies are more
likely than the other participating companies to:

¢ Deploy an enterprisewide risk management policy and a
formal enterprisewide risk assessment process

¢ Implement a risk monitoring and reporting process

e Formally integrate the risk assessment process and the risk
responses for key risks with business planning and strategy-
setting activities

e Quantify risk to a greater extent

e Maintain an appropriate balance between the activities for
controlling the business and the activities driving entrepre-
neurial and opportunity-seeking behavior

The message is that companies with more sophisticated

risk management infrastructure are less ad hoc and more
anticipatory in improving their risk management capabilities
continuously and, therefore, will be more effective in avoiding
surprises and keeping pace with changing risk profiles. Rat-
ing services are looking for precisely this.

Unfortunately, the Risk Barometer also noted that 47 percent
of the participating companies were less likely to execute the
above activities implemented by the “very effective” compa-
nies. These companies have work to do.

Where does your company stand?

If you are not sure how your ERM capabilities stack up, you
should find out. Companies are advised to self-assess their ERM
quality using the two S&P components to ascertain whether
any gaps exist. Gaps should warrant careful analysis to develop
action plans that improve risk management capabilities. While
analysts bring the bias of a creditor to the ratings process (and
therefore place a stronger emphasis on protecting enterprise
value), the capabilities needed to address their concerns are a
step in the right direction and will benefit shareholders as well.

The self-assessment diagnostic should focus on whether the
company has the following:

e An enterprisewide view of risks and a process for identify-
ing the priority risks, with an organized catalog of risks
supported with definitions

e Policies and procedures in place for managing the priority
risks that could affect the entity’s ability to pay its debt ob-
ligations in the future to within defined risk tolerances with
clear ownership over, and accountability for, execution

e Demonstrated ability to avoid unexpected losses outside
of established tolerance levels over time, with the objec-
tive of supporting a conclusion that the company is at least
unlikely to experience such losses in the foreseeable future

e Clear evidence that risk and risk management capabilities
are an integral part of strategy-setting and business plan-

ning, including the ability to relate key risk indicators (KRIs)
to strategic objectives

A key objective for S&P appears to be reducing the volatility of
losses. Accomplishing this objective requires a loss fact base in
critical risk areas and ultimately sound modeling techniques and
data-gathering and data-cleansing processes of both internal
and external loss data. Otherwise, how can management know
the risks are being managed? Therefore, earnings and cash
flow volatility are likely to spark inquiries from the S&P analyst.
Expect S&P to move in this direction in the future.

Some best practices for working with the analyst

With respect to the ERM inquiry itself, we recommend the fol-
lowing practices:

¢ Involve your CEO. Your top executive’s point of view as to
the importance of ERM in managing the business is vital to
the analyst’s understanding of ERM quality. It is important
that the CEO support the objective of transparency and
open communications around risk and risk management
and be committed to a risk-sensitive culture. It is a safe bet
that the analyst will be looking for this.

e Articulate your risk profile from a creditor’s point of view.
While enhancing enterprise value is important and the
risk-taking associated with opportunity-seeking behavior
is a relevant and important topic, the analyst’s primary
emphasis is likely to be on protecting enterprise value and
balancing opportunity-seeking behavior with risks under-
taken. Therefore, describing the company’s risk profile with
a creditor’s bias toward reducing the risk of unexpected
losses will help place into context the conversation around
the importance of ERM quality. For example, if the company
enters into complex transactions with complicated risks and
is highly leveraged, the analyst or an S&P ratings commit-
tee may place greater weight on the ERM discussion.

e Describe your process clearly. The analyst will want to
understand the company’s process for identifying, measur-
ing, managing and monitoring risk. The analyst also may
want to review descriptions of risk-control programs for
priority risks that can be measured, modeled and hedged.
In addition, he or she will want to note examples of execu-
tion. Your description of the process should address how
it is integrated with the company’s strategy-setting and
business-planning processes and how it impacts corporate
decision-making. Be sure to describe how your policies,
infrastructure and methodologies support your risk man-
agement culture.

e Focus on what makes sense to your business. The analyst
will not expect the company to do everything exactly in ac-
cordance with the S&P criteria for ERM. The process is not
a perfunctory “check-the-box” approach. The analyst will
expect the company to vary its risk management capabili-
ties according to its strategy, organizational structure, risk
profile, risk tolerances and the complexity of specific priority
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risks. Thus, be prepared to state the company’s point of view
around the what, who, why and how of risk management.

¢ Recognize the bar will continue to rise. At first glance, the
S&P plan to hold discussions that will not impact the com-
pany’s rating appears to be somewhat benign. In fact, S&P
states that it does not expect “ERM analysis [to] radically
[alter its] existing credit rating opinions.” However, when
nonfinancial companies experience unexpected losses,

restate prior period financial results or face critical commod-

ity or financial type risks, management should expect S&P’s
interest — and the stakes - to rise. As S&P benchmarks
companies within a sector against one another, we can
expect more specificity in the form of risk metrics, measure-
ment tools and monitoring processes to emerge in specific
areas as key differentiators. Finally, we do not believe that
S&P has given up on scoring company ERM quality. It is just
a matter of time. In its May 2008 release, the agency stated,
“... we will develop benchmarks that will form the basis of
scoring at some future date.” The message is clear: The first

year under the approach outlined in the May 2008 release is
only a beginning.

Summary

While S&P’s approach is not as aggressive as contemplated
under the November 2007 proposal and is focused on just
two of the four categories originally proposed, nonfinancial
companies should be prepared for the ERM-related dialogue
with the S&P analyst. With the ever-changing operating envi-
ronment, there has never been a better time for companies
- financial and nonfinancial - to take a hard look at where
their ERM practices stand. Once benchmarks are developed
for different industries based on the agency’s initial reviews
in the first year or two, companies will be subject to com-
parisons against a standard. That comparison will be used
to drive an assessment of management. Therefore, orga-
nizations with a high risk appetite, diverse businesses or
complexrisks should evaluate the need for improvements in
their ERM infrastructure carefully.

Key Questions to Ask

Key questions for board members:

e Has management reported to the board on the status of
the company’s ERM process using the applicable rating
service’s evaluation criteria? For example:

— Are the organization’s risk management culture and
governance functioning effectively? Is there sufficient
clarity around the roles, responsibilities and account-
abilities of those responsible for risk management,
and are they positioned appropriately within the
organization to influence corporate decision-making?

— Do risk management policies cover such factors as risk
tolerance, the company’s internal and external report-
ing, and the processes, personnel and technology for
assessing the critical financial and nonfinancial risk?
Does the risk management infrastructure support risk
communications at all levels?

— Is risk management effectively integrated with strategy-
setting and business planning?

— Does the risk management methodology provide for
appropriate metrics for assessing and quantifying
significant measurable risks and incorporating risk
into corporate decision-making?

Key questions for management:

* Have you self-assessed your company’s ERM qual-
ity using the applicable rating service criteria (e.g.,
the S&P components) to ascertain whether any gaps
exist? If gaps do exist, have you developed an action
plan to improve risk management capabilities on a
timely basis?

Do you know what your priority risks are? Have you com-
pared your list of risks against the key risks S&P identified
for your industry in its November 2007 RFC? Have you
considered emerging risks and your organization’s ability
to avoid losses in excess of established tolerances?

Have you evaluated both the design and operating
effectiveness of the policies, infrastructure and meth-
odologies underlying your ERM process? If so, have you
shared the results with the board?

e With respect to the priority risks, are they owned
by someone or by some committee, function or unit
empowered to act with clear accountability for results?
Are these risks managed against established risk toler-
ances with the intent to reduce exposure to unexpected
losses?

Need help preparing for the S&P credit ratings evaluation process? Whether you are identifying gaps, develop-
ing action plans to address known gaps or implementing remediation plans, Protiviti can help. We have worked
with companies around the world to drive value from each step in this process. Call 1.888.556.7420 to speak
with one of our Managing Directors regarding your ERM process and infrastructure or to learn more about the
information covered in this issue of The Bulletin and what it means to your business.
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