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Course Description
Introduction to Information Technology (IT) Audit

Description:

Information technology (IT) in today’s business environment has a direct impact on a company’s risk, and this relationship to
risk should be an important driver in the internal audit process. IT performs or provides the information needed for many key
controls in the business process, but it also brings inherent vulnerabilities.

Learning Objectives:
The objective of this course is to provide internal auditors with a basic understanding of the IT environment and the associated
risks. By the end of the course, the learner will be able to:

e Discuss the origin of the COSO Enterprise Risk Management Integrated Framework
Discuss, at a high-level, the IT environment

Identify the most common IT risks

Describe the difference between general IT controls and application controls
Describe, at a high-level, the COBIT framework

Describe how to work with IT Auditors in an integrated IT/process audit

Estimated Course Duration: 1 hour (1 CPE)
Delivery Method: Online Self-Study

Field of Study: Auditing

Program Level: Overview

Prerequisites: None

NASBA Publication/Revision Date: 04/16/07

Course QOutline:

Overview of the IT Environment

= IT Organization
=  Role of Internal Audit in IT

IT Risks

= Objectives of IT Organization
=  Types of IT Risks

- Integrity Risk

- Access Risk

- Infrastructure Risk

- Availability Risk

IT Controls

=  General Controls
= Application Controls

The COBIT Framework

Conducting an Integrated Process and IT Audit
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