Work Program

Fraud Prevention & Detection
Introduction

This program can be used by internal auditors as an evaluation tool or converted into a questionnaire for use with management to better understand current prevention and detection program activities.

This template can be customized into self-assessment style questionnaires as well.  

Some additional considerations include:

·       To what extend has the entity implemented measures at the process level designed to prevent, deter and detect significant fraud risks?

·       Senior members of management who are able to override process-level controls based on authority levels are often involved in the largest frauds.   Thus, detecting and preventing major frauds requires creating a work place or environment promoting ethical behavior and a responsible workforce.  These anti-fraud environments encourage all employees to report possible issues through a culture of “doing the right thing.”

·       Development of a proactive process to detect, investigate, and resolve possible fraud schemes.  These activities can be stimulated through fraud risk analysis and other indicators through the normal course of transaction processing.

Project Team (list members):

	Project Phase
	Date
	Comments

	     Planning
	
	

	     Fieldwork
	
	

	     Report Issuance
	
	


Audit Objectives

	Objective


	Initial
	Comments

	1. Evaluate the overall process for management’s fraud prevention and detection compliance program for Entity Level or Tone at the Top. 


	
	

	2. To determine effectiveness of compliance with corporate business conduct policies and ensure Sarbanes-Oxley Act compliance through detailed testing of Ethical Business Conduct forms.
	
	

	3. Evaluate the Ethical Business Conduct forms at the Executive/Director level and for all other employees.
	
	

	4. Evaluate management’s understanding of the existence of specific process/account controls, assessment of control effectiveness, and related supporting evidence.
	
	


	Time
	Audit Step
	Initial
	Index

	
	Understand the Process
	
	

	
	1. Through individual interviews or small group meetings, develop an understanding of the key processes and activities that relate to the fraud prevention and detection program.  Consider the Sarbanes-Oxley Act requirements for all executive officers and those responsible for financial reporting to include codes of business conduct, implementation of ethics programs such as whistleblower processes, and the process for evaluating risk, likelihood, and impact of fraud throughout the organization.


Representation from the following individuals, or groups of individuals, should be considered:

· Executive (entity level) & Line Management (process level; including supervisors)

a. Focus attention on identifying and documenting the key internal controls in each area.  

b. Evaluate the type and quality of each control considered a fraud prevention/detection.  Consider Management’s assessment of the effectiveness of identified controls.

·         Human Resources

c. 
Document any process performance issues/problems that are identified.

d. Track ethics/code of conduct training/ongoing programs

e. Process for handling ethical, code of conduct complaints  


	
	

	
	CODE OF CONDUCT
	
	

	
	1. Does the Company have a code of conduct / code of ethics and/or an anti-fraud program?
	
	

	
	2. Does the code of conduct / code of ethics promote:

·       Honest and ethical conduct, including ethical handling of actual or apparent conflicts of interest between personal and professional relationships?

·       Full, fair, accurate, timely and understandable disclosure in reports and documents that the Company files with, or submits to, any outside agencies and/or in other public communications made by the Company?

·       The prompt internal reporting of violations of the code to an appropriate person or persons identified in the code?

·       Compliance with applicable governmental laws, rules and regulations?

·       Accountability for adherence to the code and the sanctions to be imposed on those who breach it?
	
	

	
	3. Does the code of conduct / code of ethics apply to all business units and divisions, including acquisitions?
	
	

	
	4. Does the code of conduct / code of ethics cover all employees as well as external parties, particularly those that have significant influence over relationships and dealings with suppliers, customers, investors, creditors, insurers, competitors, auditors, etc.?
	
	

	
	5. Has the code of conduct / code of ethics been waived for any directors or executive officers?
	
	

	
	6. Is the code of conduct / code of ethics effectively communicated to all applicable persons on a periodic basis?  If so:

· Does it establish accountability for adherence to the code and the sanctions to be imposed on those who breach it?

· Do employees receive training on the code when they are hired?

· Do employees receive "refresher" training on a recurring basis? How often?  

· Are employees required to confirm in writing that they have received and read the code?

· Are all employees within senior management and the finance function, as well as other employees in areas that might be exposed to unethical behavior (e.g., Procurement and Accounts Payable, Payroll), required to sign a code of conduct statement at least annually?

       (see testing steps below)


	
	

	
	7. Do management and the audit committee monitor the code of conduct, and is there evidence of this monitoring (e.g., meeting minutes, etc.)?
	
	

	
	
	
	

	
	CODE OF CONDUCT - DETAILED TESTING
	
	

	
	Executives, Directors, & Financial Reporting Mgt.
	
	

	
	1. Obtain a list of all Executives and Directors.

· Indicate whether Human Resources is able to determine who is required to sign an Ethical Business Conduct form at the Executive/ Director level.

· Determine if all those responsible for financial reporting are included in Sarbanes-Oxley Code of Conduct requirements. (as applicable to public companies)
	
	

	
	2. Review the file for each Executive/Director (including those responsible for financial reporting) ensure that the Ethical Business Conduct form specific for executives/directors is in the file, signed and dated.

· Note any exceptions.

· Note that some Executives and Directors may have been promoted subsequent to the initial distribution of the form.  All Executives and Directors should have a form in their file.  Communicate to Human Resources that Executives and Directors should sign the form at the date the promotion is effective.
	
	

	
	3. Determine if the code of business conduct is posted upon the company website and/or available to interested parties (with contact information) in SEC registration statements.  

(Note:  see Guide to Web Disclosures in KnowledgeLeader’s Checklist and Guides area)
	
	

	
	4. Does the Code of Conduct address the following:

· Protection and use of corporate assets

· Fair Dealing guidelines & examples

· Illegal Acts and compliance with laws

· Reporting requirements & protocol, e.g. whistleblower hotline & protections

· Related Party transactions

· Confidentiality of information and protection of corporate intellectual property

· Conflicts of Interest & Corporate opportunities

· Sales practices and procurement practices

· Ombudsman procedures (where applicable)
	
	

	
	All Other Employees
	
	

	
	1. Obtain access to the employee human resource files.
	
	

	
	2. Identify employees in certain key positions (for example, purchasing agents, sales personnel) and include them in your sample.  In addition, judgmentally select 25 employee files for review.
	
	

	
	3. Review each file and ensure the Ethical Business Conduct form is in the file, signed and dated.

· Note any exceptions.

· Note that some employees may have been hired subsequent to the initial distribution of the form.  All employees should have a form in their file. Communicate to Human Resources that employees should sign the form on the date of hire.
	
	

	
	4. Consider using a series of facilitated workshops to gain additional information on the adequacy and effectiveness of the process and to assess employees’ understanding of what they are signing and why they are being asked to sign.
	
	

	
	5. Consider how the organization ensures awareness, enforces disciplinary actions, utilizes feedback, and handles administration of the overall ethics and business code of conduct program.

Note:  The Federal Sentencing Guidelines provide for seven elements are effective compliance programs and can be utilized as a measure in determining program effectiveness.
	
	

	
	WHISTLEBLOWER – ETHICS HOTLINE
	
	

	
	1. Has the Company established procedures for the confidential, anonymous submission of concerns by employees about possible fraudulent activity?

(Note:  see the Whistleblower Policy in KnowledgeLeader’s Policies & Procedures area)
	
	

	
	2. Does a whistleblower program operate independently of management?

· Document the complaint handling protocol to ensure a triage style objective process ensures those involved can not block or filter complaints. (For example, if their department or direct reports may be involved, etc.)

· Does this process meet objectives of the Sarbanes-Oxley Section 301.4 requirements such as:

a. Anonymous facility to report accounting and auditing complaints in a confidential way

b. Retain complaints and follow up handling notes

c. Report all complaints periodically to Audit Committee of the Board of Directors

d. Ensure the lines of communication to the audit committee are not blocked, manipulated, or delayed and avoid conflicts of interest through the process
	
	

	
	3. Are employees encouraged to use the whistleblower program?
	
	

	
	4. Does a process exist for thoroughly investigating complaints, including determining which complaints will be investigated by management and which complaints will be investigated by the audit committee or its advisors?
	
	

	
	5. Is there an established communication mechanism for reporting matters to the audit committee?
	
	

	
	INFORMATION & COMMUNICATION
	
	

	
	1. Are the Company's anti-fraud policies stated clearly and do they articulate each employee's responsibilities?
	
	

	
	2. Does management gather information about fraud across the Company and report this to the appropriate leadership?
	
	

	
	3. Are employees given training to identify inappropriate behavior?
	
	

	
	4. Does the Company have a policy / procedure in place to ensure that management discloses to the Company's auditors and audit committee:

· Any fraud, whether or not material, that involves management or other employees who have a significant role in the Company's internal controls?

· All significant deficiencies in the design or operation of internal controls that could adversely affect the Company's ability to record, process, summarize and report financial data?
	
	

	
	5. Does the Company have a standardized process for responding to allegations or suspicions of fraud?

· Communication plans inside & outside the organization

· Coordination with legal counsel

· Public relations and crisis management
	
	

	
	INVESTIGATION & REMEDIATION
	
	

	
	1. Does the Company have a policy / procedure in place to ensure that all allegations of fraud or violations of the code of conduct are evaluated, investigated, and documented toward adequate disclosure/reporting.
	
	

	
	2. Is the process for receiving and determining a course of investigation consistent with established policies and procedures?

· Reviewed and approved by the audit committee

· Provide checks against conflict of interest and bias in the evaluation and investigative process

· Document and form conclusions based upon facts and inputs with credible support

· Communicated, as appropriate, to required parties in a timely manner as established policy mandates
	
	

	
	3. Upon identification of fraud or other violations of law, is additional training provided to employees to reinforce values, code of ethics, and expectations?
	
	

	
	4. Are remediation efforts extended beyond the affected business unit if similar control weaknesses could exist elsewhere in the business?
	
	

	
	5. Are remediation efforts extended to investigate other areas that a fraudster or subject of a complaint may have influenced?
	
	

	
	MONITORING
	
	

	
	1. Is management throughout the Company aware that they are responsible for identifying and mitigating fraud risks?
	
	

	
	2. Does the audit committee communicate with management personnel who are one to two levels below senior management to assist in identifying fraud at all levels of the organization?
	
	

	
	3. Does the audit committee or the board of directors evaluate management’s identification of fraud risks, implementation of anti-fraud measures, and creation of the appropriate “tone at the top?”
	
	

	
	4. Does the audit committee discuss fraud with the external auditor?
	
	

	
	5. Do internal audit procedures and engagements include assisting with the governance process related to communications between the audit committee, management, and external auditors concerning fraud detection, prevention, and communication protocol?
	
	

	
	6. Have the board and audit committee discussed their views on the potential for fraud with the internal and external auditors?
	
	

	
	Reporting and Wrap-up
	
	

	
	1. Draft final reports for manager review and approval.
	
	

	
	2. Draft report should include the following sections:

· Executive Summary

· Objectives & Scope Statement

· Background (in general and for each process)

· Summary of Procedures Performed

· Detailed Findings & Recommendations (organized by area/process/significance)

· Action Matrix

· Follow-up Procedures
	
	

	
	3. Submit draft report to manager.
	
	

	
	4. Make final revisions and issue final report.
	
	

	
	5. Distribute customer satisfaction survey forms.
	
	

	
	6. Finalize working paper documentation related to all work performed.  Submit for manager approval and filing.
	
	

	
	7. Prepare final time summary and personnel evaluation forms.
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